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2. RIS SN

IUT &2 2 & F 2 Vi 7R3 F i G3-PLC chdicdp if frit 4 & Tester

BEFR AL o F]M o Tester @ % TV 1WA 4 request ¥V B|TER

response @ H] K& TR FE o A A < WL FiE ICMPve ECHO

request/response > ;Y iE {7 o

Tester 1% - fl M EEE IOT #25 (03 i3 B (modem) kP PLC

A8 (medium) > 3% modem 7* ¢ P¥ 3% 4548 (7 CSMA/CA # 3~ 2 PHY K v

& (acknowledge) ’F‘.' 2 o

Tester # - & G3 {53k (pseudo G3-stack) L f{ i* H K crip|3& o B

BN EUFEE B ERBE T R F o T AT ey 2 R

TR

(1) R3¢ 6LOWPAN kK :Tester {**" MAC layer mode (% MAC &
+modem) > #p it E 7 MAC K V@ o

21. IUT e it § &

TUT & E7 1 F R TH AR 0 47 B (7RI -

(1) PAN-Coordinator X% » ®* AR ERRT 9.1 & PR &
TRETE 1S 60 fip 0 ¥ LR (T PAN B REARR o

(2) 2% PAN-Coordinator (X% » § &% hkcd {8 60 fHp » ¥ LT
Fodfde 2 3B (740 > BRLARR o dode » R A P %R B4 BT 60 fHp
5B i~ g o

22. IUT e+ MAC 2 ADPIBae g

TUT eh4Bcfic & o “ﬁ; iy "Lryuj—?q" b BRI R T2 NERILIE o
(1) macTMRTTL = 2 ~ 48
(2) adpSecurityLevel = 5
(3) adpContextInformationTable &7z 7 @ & FilsrT™
(a) Context 0 z f& c_IPV6 PREFIX % x PAN ID(& A& 80)
c IPV6 PREFIX:prefix for link local IPv6 address
(fe80::/64) » M 16 :E>F 8 “FE80 0000 0000 0000”5 H o
x PAN ID:% IUT i PAN-coordinator FF - 3% iE 5 H ke
Z_$F.en PAN ID § IUT % non PAN-coordinator B¥» 3% iE
5 16:E>F B ”781D" -
(b) Context 1 7 87112233445566"” (& & 48) -
(4) adpRLCEenabled = false

(5) adpUnitcaseRREQGenEnable = true
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(6) adpRoutingTableEntryTTL = 5 4~ 43
(7) adpBlacklistTableEntryTTL = 2 4 4&
(8) adpGroupTable &7 7 = 4 F il
(a) O0x8001:IPV6 listen to ff02::1 ¥R A 2w -
(b) 0x8567: IPV6 listen to
£f£f12:30:1122:3344:5566:0:123:4567 "R AE 2 o
(9) adpMaxHops = 8

2.3. IUT % & & 7 ICMPv6 2 UDP 32 & & (responder)

(1) IUT % JfF 3L ICMPv6 ECHO BB BN Tester ¥ * 14r IUT T 3
A e
(2) ¢ 7 > i RFC6282 UDP fhEp R+ i » TUT B F & - BH 5 o
UDP B ® o 3% UDP Tk & ey ¢ packet A i\ (payload)
1 B =% 4% 573% UDP #edy ¢ ot L 3F 3] (message type) » 2 {8
mlz_m.sﬂe“cﬂf’%fv?;zia SRR 2 Tk 0 3% UDP F R Bl B IR EL
0xFOBF » ¥ f& #7z F| ervit & 3 2] 38 (7 BJL » Vg5 4T o
(a) %A 01 (UDP request) :IUT # et A fs » Bw R 457
02 (UDP reply) > & #-R & anF g @ L83~ w2
{soH ¢ »w B UDP packet ¥ UDP packet ¥ ¢ source
port/destination port F # 4 ® 5 destination
port/source port o
(b) %3] 02 (UDP reply): Z # % f&J2 o
#34] 03/04 (L3/L4 conformance) : & &7 L3/L4 K #7ig * »
EEEV
(d) HE:@FFAKRY > P33 2 EIL o

2.4. BFF %R B (template)

FRRER IR T

Description
FLERIGER P2 3R o

PreConditions
P HEARERR T F AL B AP MREER G H 6 enfp R H D
El °

Initial State
WP H FRED IUT 2 Tester BS99y 6 0 B4 TUT 2 Tester
FZEe Fh- v+a‘ﬂ F_eh route °
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Test Body
(1) 4 Tester #% U Z¥ IUT mv‘b% o
(2) 4r Tester & F @iE fcdptf > B Bedphf £ )58 5P o § 3% 8dptf o
FAEZAA N BEHFRF ZREE NSRS A 5 INCONCLUSIVE o
&%@@»FK*&%@@}4%O
Final State
P IUT 5§ Test Body eyl iy o

25. FHiES 3

BT B RS 0 BAR P RREE Y TR AL -

(1) #77% E/\f‘FK{Blg—endian A55% 5 W} int #& binary R o
) BcF PRI 10 e H 16 WG 4 Ox WP > FHE L &K
TP truesnE i 10 @ false 5 0o

(3)2@@'_??}&%73 leii=3 g A5\ WgEslgdfek 2P 5 2B 16
L= (nibble) ¥ X E v BHE > B|40”12 8A” o

(4) 2 B FHA S 28=F 8 P UEIIGHEAR > SF 1B bF =~
He HZ g~ v g e R #4-”1000001010011110"b -

(5) b+ (wide-card)F ~* NAEFTHPN F AT blho2d % 1 =8
NER I IR AGEEERERS 7 0 BT AL [xx-yy]

R H AR R A 5 oxx R yy B ABLGE R o 64c” 12 36

52 32 3B 57 23 487 {3 £ F B "12252%23[44-4A] " AR o
) BeF T LT APIE R -/ k1T @ 2/16 8 F ¢ T BT FIET

(&) °

2.6. Bcphh e

AR P A AR Y MAC Bdp H AR o IR RN LA RE 0 -
B R R AR
BWEmEm i SR ELERRP 40T o

Field:sp * »ticdy bl 255 & fo oo g o

Description:iif Field #f i & AL*TH £ cFfL o

Notation:zLp FAl#:544550 o

Min-Max:p? T E chde [ -

Access: PP R R B AR NI > "R7A R > 'S BiE o

1) MAC ﬁm}mgﬁa}

ABHR R JLRIEE TUT 22 6LOWPAN & 4% » #4582 HAF = 3p 4o 2

T



4 1 MAC #cdptf fa 5 mp 4

SPAN SA DPAN DA AR | QOS SL KM KS KI
XXXXXX | XXXX | XXXX | XXXX X X X X ):0:0:0:0:0:0:0:0:0:0:0:0.0.9.9:4 XX
APDU
# 2 MAC #cdphff p £
Field Description Notation Min-Max Access
SPAN Source PAN Identifier Hexadecimal 0 or 2 bytes R/S
SA Source Address Hexadecimal 0, 2 or 8 bytes R/S
DPAN Destination PAN Identifier Hexadecimal 0 or 2 bytes R/S
DA Destination Address Hexadecimal 0, 2 or 8 bytes R/S
AR Acknowledgement Request Boolean R/S
Q0S Quality Of Service Decimal 0-2 R/S
SL Security Level Decimal 0-7 R/S
KM Key Identifier Mode Decimal 0-3 R/S
KS Key Source Hexadecimal 0-15 bytes R/S
KI Key Index Decimal 0-255 R/S
APDU MAC payload Hexadecimal R/S

2.7. BHI B LALLM F (PICS)Z Bl 28 (PIXIT)

PICS
d TUT & % P HArf Benpb ik # a

Implementation eXtra Information for Testing) 7»d IUT *#f
P #0B ERPIBFRFRIFBRGR Y 00T 4 WP PICS 2 PIXIT

(Protocol Implementation Conformance Statement) &_

p % o PIXIT (Protocol

e N o
(1) PICS
(a) £ FE & Band-plan T & P
+ 3 A FEHBand-plan ip %
Name Unit Description
BAND_PLAN Enumeration ip *A ¥ band-plan: CENELEC A, FCC, ARIB

(D) # Tchfa kBt T 5] 2 4L
L4 AR IR 4

Name Unit Description

FEATURE_PAN COORDINATOR Boolean True/False: % P & % i PAN-coorindator
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FEATURE COHERENT MODULATION Boolean True/False: % P £ F % # coherent modulation
FEATURE_D8PSK_MODULATION Boolean True/False:# P' £ F £ % D8PSK modulation
FEATURE EAP SERVER Boolean True/False:# P 4 3 § L EAP-PSK server

(4 FEATURE_PAN COORDINATOR=True F¥)
FEATURE ROUTING Boolean True/False:# P £ % 3 ¥ 3 routing
FEATURE SECURITY Enumeration | F1/F2: % P #7§{ e security
FEATURE ACTIVE SCAN Boolean True/False:# P £ EF 7 & FH L {5 hi & 4F

(2) 3R F RPIF* S8 (PIXIT)
(a) 2- PAN-coordinator s PIXIT M F 5|4 f2 3
4 5 2L PAN-coordinator & HiplFE* $#

Name Unit Description
p_MAC_EXTENDED Hex-string, 8 bytes # & IUT MAC Extended address
P_PSK Hex-string, 8 bytes & TUT PSK key
p ID S Hex-string, variable size & IUT i& (7 B 42 5 PF_EAP server #TicF|en
ID Sif izeph F s 4r i d] > B p MAC EXTENDED
B A E
(b) PAN-coordiantor (R PIXIT 1T 7| & $3p
% 6 PAN-coordinator & 3R * 4#kc
Name Unit Description
p_MAC_ADDRESS Hex-string, 2 bytes & TUT MAC short address: 783 £70000”
p PAN ID Hex-string, 2 bytes kT 3% IUT & fods enie i« PAN 1D
p_GMK Hex-string, 16 bytes IUT p fe B <9 GMK

P GMK INDEX

Integer (0 or 1)

¥ GMK ¢ GMK key-id

% IUT 3 7 * FEATURE EAP SERVER PFARRE & HIPI3E T Sdic ™ £ 0P
# 7 PAN-coordinator (§ 3L FEATURE EAP SERVER) en& HPIFE* $¥k

Name Unit Description
p TESTER MAC EXTENDED | Hex-string, 8 bytes ¥k Tester MAC Extended address (&% %
IUT 34004 if Tester ¥ 7 d TUT & {7 B 5425 )
P_TESTER PSK Hex-string, 16 bytes ¥ & Tester PSK key

p ID P

Hex-string, variable size

¥k Tester £ (TR B A2/ PFAOTl * 0 ID P
[ c1 N IR F N E S U U

p TESTER MAC EXTENDED % #* 438




28. ¥#c~%#2 APDUR 323 23k

AFEF LEfes 2 A RERPRRERH Y ¥ - B Y fic{oPlicon * kL

BAL
) ¥ &

APDU N 7 S B3P 30 % 3 & o

c_IPv6 PREFIX:IPv6 link-local 1 % (fe80::/64)
Prefix» ™M 16 &% ¢ “FES80 0000 0000 0000”7 F I o
c_TESTER MAC LONG:Tester #7i¢ * ¢hExtended address ’ I
8 AP I o

c_ALL_TONES: % 7 “T§ tone jii¢ * el i3k Lo ™ £

% 8 dp it * T3 tone P tone map HEE band-plan ¥R 4

Band-plan Value

CENELEC A “"11111"7b

FCC “111111111111111111111111"Db
ARIB “111111111111111111"b

c_NO_PREEMPHASIS: * % flat pre-emphasis #73 &I+
(sub-carrier group) {838 * +0dB i f

c_IUT MAC_LONG: f* # IUT &1 Extended MAC fxht > F & * Azt
PAN-coordinator (1 IUT } » 4=45~@E % ¥ 5 p MAC EXTENDED °

) %

S x BEERE L d Tester & % 30 2 FRIREZ 6| ¢ 13 g
T o BB LH P R AR HEET om & RGP e

# 9 RYPRP & (MAC)

Varaible Name Description Initial Value

x IUT MAC_ SHORT IUT éAMAC short address non/PAN coordinator:

“0001”/p MAC_ADDRESS

%x_PAN ID 4§ IPAN ID non/PAN coordinator:
“781D”/p PAN ID
x_TESTER MAC_SHORT Tester #1MAC short address * & | non/PAN coordinator:

IUT i 3 “0000”/™0001"

x_TESTER UNKNOWN_MAC SHORT | Tester #1MAC short address * >t | *0200”~"”0300"

tone mapping Pl3# ¢ TUT $3% i=at &

x_TESTER MAC_SHORT 2 Tester 2 IUT A #* 2 % - ®MAC | “O3FF”

short address
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%x_TESTER_MAC DIST HRT 5 B A I IUT sk G3-PLC “0400”
node » #* 3TRI3EME ¥F TUT BRD
x_TESTER MAC DIST 2 HE 5 B 2 £_IUT 43t A G3-PLC “0401”
node » * 3TRI3EM ¥F TUT BT
X GMK P @ P GMK key B non/PAN coordinator:
“0001..0EOF” or p GMK
x_GMK_TX FC GMK 1@ #j frame counter (4 =% *00000001”
L) g T ERER O FREIR D
de 1l
X _GMK_ID {7 GMK key identifier (% 1# | non/PAN coordinator:
oS 1R 16 AR 0 or p_GMK INDEX
x_SEQ NUM Tester #7i# I} chlfcdp i ¢ frame “00”
counter
% 10 ¥ HGP & & (6LOWPAN)

Varaible Name Description Initial Value
%x_BROAD_NUM Tester i# 2 &1 6LOWPAN R #%”Sequence Number” {& “00”
x_FRAG_NUM Tester i {7 6LOWPAN fragmentation P¥#1”Datagram Tag”®E | “0000”

% _REQ_NUM Tester it {7 i /&% JLPF LOADNG #”Sequence Number” & “0000"”

) &Sk

2 SR R UAS RREEEC IR TR & R LN
SCRE T AR SR L S/ SRR SERIEEE S RSN
ESTA twm—*w Rl M AR SRR T R
(a) le (hexadecimal string)

i\@.ﬁd B ¥ Big-endian 16 &> F 8 # = Little-endian
¥R 0 * A 4 MAC HREE PP B 0 I BT MAC BRI o

(b) MAC PADDING ()
A ik B &K E Appendix I 974 E_ 0 MAC Bdptf oAt F
Bra o PR PHY B ok B2 P e 5 i 2l B
ﬂ\&nﬁi:_',—?: :”.),’@"ﬁ' LR E 0 116 B F B 70" w @ oo

(c) MAC CRC ()
AanBck AN REE 9.3.2 &UTR IR EE Y MAC #kphh
CRC16 iz jy o A @ w5 k2 B Little-endian
Fl6mFE o

(d) MAC CIPHER (payload)
* S it i Tester #-MAC #icdptf 4v B et it > U I B3 X TUT.
A& #cid * PIXIT (GMK %2 frame counter i {74 %3t 5 > ﬁs?]
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@

[y

Q

> MAC #cdptf fhpayload » & Sn#ciE 74 Rt B ?éﬁie?] 16 i
F B REASeREE > T p L I frame counter FIE o
MAC_DECIPHER (payload)

* S fcdk ik Tester # IUT @ :iX i Kk e MAC Bedptf f2 % chst i o
A Sfcid ¥ PIXIT ¢ GMK 7% 5 > %4 MAC #cdptfh
payload: & Sh#ciE (7 f2 Rt 5 {5 ik P%"ﬁia?] » $fk pattern 4p T
SRAFETEFEFRE O RALT G HF

CHECKSUM ICMP ()

Bk BB RFC2460 8.1 &3> $3% 7.4 ICMPv6 P
% % IPV6 1% #& 2 (pseudo-header) :* % ICMPv6 &5 45
(checksum) e 5¢ o

MAC TCMP_REQUEST (n)

A ¥k A 4 ICMPv6 ECHO request =% iy 0 12 3 » MAC
Bopp il 7Rl & 6l R ¥ payload #icdp £ Lr4d » Sofion Ry
#] o 24 #HMAC payload & & & 49+n - @ik MAC & MTU
HF_ o &Pl 400 ke o 2 4 dpayload A @ * 6LOWPAN
A R AL E B RIRR AL AR

A2 dipayload f F RiZ40T 4 i

“417 & “60 00 00 00”7 & L & S & “3A 01”7 &

c IPv6 PREFIX & x PAN ID & “00FFFE00” &

x TESTER MAC SHORT &

c IP6 PREFIX & x PAN ID & “00FFFE00” &

x TUT MAC SHORT &

“80 00” & CHECKSUM ICMP() & “0102 0506 FF{*n}”~
HoY I=8+n#E+ 162 F 8 ch % »S=2 2L R E o
MAC_TCMP RESPONSE_PATTERN (n)

A Bk A 4 P B IUT 7w B ICMPv6 response p e
MAC & #icdptf FF hw ik & R3¢ (pattern) o IUT 9w & 40
#* Tester i¥ ¢ ICMPv6 ECHO request > 27 7 3 d
MAC TCMP_REQUEST (n) & 4 éhF # « Payload #ip § % 7* 81
00 2?2 0102 0506 FF{*}” o "*"¥} 3" 6LOWPAN % IPv6 &
RN F o @ N ECTUT B R afR i ¥ A BRER AT Y 0 T REFR T
EEEAE T TR G ICMPV6 s F § X FI%RE
6LOWPAN_ICMP_REQUEST (n)

A S ficdg B A 4 ICMPv6 ECHO request e iy » 14 3T »
6LOWPAN Hciptf & (7 RI3é % & » £ ¥ payload #Hcdy & L iy »
S¥cn k¥4 o A4 4 6LOWPAN payload %& B ¥_48+n-° &

-11 -



4 éhpayload A & * GLOWPAN ehd SE/RNE iv 1 4.2 & i ip
FERUIAZ AP R
A2 ehpayload P F %4 fa it
“60 00 00 00” &« L & S & “3A 01”7 &
c IPv6 PREFIX & x PAN ID & “0OFFFE00” &
x TESTER MAC SHORT &
c IP6 PREFIX & x PAN ID & “0OFFFE00” &
x IUT MAC SHORT &
“80 00” & CHECKSUM ICMP() & “0102 0506 FF{*n}”>
HY L=8+n X 168+ F B Nk »S=2 2 2L R & o
(7) 6LOWPAN ICMP RESPONSE PATTERN (n)
Bk A 4 B TUT 7% B ICMPv6 response A 7
6LOWPAN & #icdptf 3 1'mw Bt &%\ (pattern) « IUT 7w i
A AP ¥ Tester ¥ 417 ICMPv6 ECHO request # 7 3 3 d
6LOWPAN ICMP REQUEST (n) & & e F A o Payload EEINIS
7% 81 00 2?2 0102 0506 FE{*}” o "*"4%} &> 6LOWPAN
3 IPv6 tEEEPN 7 o d ANE_TUT @ Rl ep v it BB % FT" AN
P RERAEAEFAF S MR ICMPV6 PR F £ TI%RE
(k) ICMP REQUEST (n)
A Bk B 1 B 2 ICMPv6 ECHO request ' & Tester % »
IPv6 ey hf N & (7R 20 B 5501 5# % &) - Payload M F 5 780 007
& CHECKSUM ICMP ()& “0102 0506 112233445566" °
(1) ICMP_RESPONSE PATTERN (n)
ok A A - * N TUT #7w B f ;H? IPvo Haghp ¥
1 ICMPv6 ECHO response eWw g & ;% o IUT shw B E4p
¥+ Tester i¥ ¢ ICMPv6 ECHO request » 27 7 5 d
ICMP_REQUEST (n) & 2 0§ #l» * 11 ik Tester § » IPv6 #dy
P A8 T HREE R SERIGE R B - Payload p F 3 V81 00 2?2 0102
0506 112233445566"” °

RIEERGIEP

ARIGEFGIIE P 2P00R 5 G3-PLC B R TR 2 RIFF R 6P~ T HRIEE
o Ee 5 2014/11/19 #1% f#iiﬁ'l?;#*&%”G3—PLC Conformance
Tests Specification VO0.147 573 3 °
BlAIE P £ 80P » &35

(1) Data Exchange: 3 7 P

(2) Fragmentation: 7 # P
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Invalid behaviours

Valid behaviours

Routing: 18 38 P

(3)
(4) Broadcast: 3 B3 P
(5)
(6)
(7)

Header Compression:

30 BIEEP
PAN-Coordinator Specific

Non PAN-Coordinator Specific Tests:

P PREIE P Ao & 153 £ 2177 o RIFA P

Conformance Tests Specification

=¥ 4 b s
?IﬂﬂﬂF\ B

3.1. Data Exchange /p]i&

V0.14"~=

R Bl

% 11 Data Exchange PRI P %

PRI P LA

Tests:

11 s p %
8 7% B

o

b

"G3-PLC
@ #7164 -

CONF_6LOWPAN EXCHANGE VB 001 SHORT FRAME TRANSMISSION

ERE B

CONF76LOWPANiEXCHANGEilBioOliHEADERilNVALIDioRDER
3.2. Fragmentation ip]

CONF_6LOWPAN EXCHANGE VB 002 FINAL MESH DESTINATION

Valid behaviours

Invalid behaviours

# 12 Fragmentation B3R P %

RIFFIED LA

CONF_6LOWPAN FRAGMENTATION VB 001 SIMPLE FRAGMENTED FRAME

CONF_6LOWPAN FRAGMENTATION VB 002 SMALL FRAGMENTED FRAME

CONF_6LOWPAN FRAGMENTATION VB 004 EXCHANGE ROUTING

CONF_6LOWPAN FRAGMENTATION VB 003 FRAGMENTATION OUT OF ORDER

BRI Ea

CONF_6LOWPAN FRAGMENTATION VB 005 EXCHANGE SMALL FRAME ROUTING

CONF_6LOWPAN FRAGMENTATION IB 001 OVERLAPPING FRAGMENTATION
3.3. Routing pJ#

CONF_6LOWPAN FRAGMENTATION IB 002 TIMEOUT FRAGMENTATION

Valid behaviours

# 13 Routing ip|:EE p 4

BRI R LA

%
CONF_6LOWPAN ROUTING VB 001 ROUTE REQUEST BY IUT

CONF_6LOWPAN ROUTING VB 002 ROUTE TIMEOUT

-13-
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CONF_6LOWPAN ROUTING VB 004 ROUTE REQUEST TO IUT

CONF_6LOWPAN ROUTING VB 005 SUCCESSIVE ROUTE REQUEST TO IUT

CONF_6LOWPAN ROUTING VB 006 ROUTE PARTICIPATION

CONF_6LOWPAN ROUTING VB 007 UNICAST ROUTE REQUEST

CONF_6LOWPAN ROUTING VB 008 ROUTE UPDATE

CONF_6LOWPAN ROUTING VB 009 FRAME ROUTING

CONF_6LOWPAN ROUTING VB 010 PATH REQUEST TO IUT

CONF_6LOWPAN ROUTING VB 011 PATH REQUEST WITH IUT RELAY

CONF_6LOWPAN ROUTING VB 012 PATH RESPONSE WITH IUT RELAY

Invalid behaviours | CONF_6LOWPAN ROUTING IB 001 HOPLEFT 0

CONF_6LOWPAN ROUTING IB 003 ROUTE REPAIR

CONF_6LOWPAN ROUTING IB 005 ROUTE ERROR

CONF_6LOWPAN ROUTING IB 006 PATH REQUEST ERROR

CONF_6LOWPAN ROUTING IB 007 PATH RESPONSE ERROR

CONF_6LOWPAN ROUTING IB 008 ROUTE REPAIR ON EMPTY ROUTE ENTRY

3.4. Broadcast p|3&

% 14 Broadcast B P £

ER R RIFFIE D LA
Valid CONF_6LOWPAN BROADCAST VB 001 BROADCAST PROPAGATION
behaviours CONF_6LOWPAN BROADCAST VB 002 BROADCAST PROPAGATION MULTIPLE MESSAGE

CONF_6LOWPAN BROADCAST VB 003 BROADCAST PROPAGATION TIMEOUT

3.5. Header Compression jp]i&

# 15 Header Compression BliRIE P 4

ER P R LA

valid behaviours CONF_6LOWPAN HC VB 001 TF COMPLETE

CONF_6LOWPAN HC VB 002 TF WITHOUT DSCP

CONF_6LOWPAN HC VB 003 TF FLOW LABEL ELIDED

CONF_6LOWPAN HC VB 004 TF COMPLETE ELIDING

CONF_6LOWPAN HC VB 005 NO CIE

CONF_6LOWPAN HC VB 006 CIE

CONF_6LOWPAN HC VB 007 STATELESS 128 BITS PRESENT_ SOURCE

CONF_6LOWPAN HC VB 008 STATELESS 64 BITS PRESENT SOURCE
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CONF_6LOWPAN HC VB 009 STATELESS 0 BIT PRESENT SOURCE

CONF_6LOWPAN HC VB 010 STATEFULL 64 BITS PRESENT SOURCE

CONF_6LOWPAN HC VB 011 STATEFULL 16 BITS PRESENT SOURCE

CONF_6LOWPAN HC VB 012 STATEFULL 0 BIT PRESENT SOURCE

CONF_6LOWPAN HC VB 013 STATELESS 128 BITS PRESENT MULTICAST

CONF_6LOWPAN HC VB 014 STATELESS 48 BITS PRESENT MULTICAST

CONF_6LOWPAN HC VB 015 STATELESS 32 BITS PRESENT MULTICAST

CONF_6LOWPAN HC VB 016 STATELESS 8 BITS PRESENT MULTICAST

CONF_6LOWPAN HC VB 017 STATEFULL 48 BITS PRESENT MULTICAST

CONF_6LOWPAN HC VB 018 STATELESS FULL ADDRESS DESTINATION

CONF_6LOWPAN HC VB 019 STATELESS LONG ADDRESS DESTINATION

CONF_6LOWPAN HC VB 020 STATELESS NO ADDRESS DESTINATION

CONF_6LOWPAN HC VB 021 STATEFULL 64 BITS PRESENT DESTINATION

CONF_6LOWPAN HC VB 022 STATEFULL 16 BITS PRESENT DESTINATION

CONF_6LOWPAN HC VB 023 STATEFULL O BIT PRESENT DESTINATION

CONF_6LOWPAN HC VB 024 COMPRESSED FRAGMENTED FRAME

CONF_6LOWPAN HC VB 025 IPv6 EXTENSION HEADER

CONF_6LOWPAN HC VB 026 UDP_COMPRESSION 1

CONF_6LOWPAN HC VB 027 UDP_COMPRESSION 2

CONF_6LOWPAN HC VB 028 UDP COMPRESSION 3

CONF_6LOWPAN HC VB 029 UDP COMPRESSION 4

CONF_6LOWPAN HC VB 030 UDP COMPRESSION 5

3.6. BootStrap |

# 16 Non PAN-Coordinator Specific Tests
BRI P A

(BootStrap)

BRI Eal

RGP LA

valid CONF_NPC_6LOWPAN BS_VB 001 BOOTSTRAP
behaviours | CONF_NPC_6LOWPAN BS VB 002 EAPPSK RANDOM VALUE
CONF_NPC_ 6LOWPAN BS VB 003 BOOTSTRAP RELAY PARTICIPATION
CONF_NPC 6LOWPAN BS VB 004 RE-KEYING PROCEDURE
CONF_NPC_6LOWPAN BS VB 005 KICK MESSAGE
CONF_NPC 6LOWPAN BS VB 006 DEVICE TABLE RESET ON RE-KEYING
Invalid CONF_NPC 6LOWPAN BS IB 001 INVALID AUTHENTIFICATION FRAME
behaviours | CONF NPC 6LOWPAN BS IB 002 DECLINE MESSAGE

CONF _NPC_ 6LOWPAN BS IB 003 AUTHENTICATION BAD RESPONSE
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CONF_NPC 6LOWPAN BS IB 004 INCORRECT EAPPSK PROTECTED CHANNEL CIPHERING

CONF_NPC 6LOWPAN BS IB 005 INCORRECT EAPPSK PROTECTED CHANNEL CONTENTS

% 17 PAN-Coordinator Specific Tests (BootStrap) Bli#

Bp A
R PIREIE R LA
Valid CONF_PC 6LOWPAN BS VB 001 BOOTSTRAP
behaviours CONF_PC_ 6LOWPAN BS VB 002 RAND S EAPPSK AUTHENTICATION

CONF PC_6LOWPAN BS VB 003 RELAY CONNECTION

CONF_PC_ 6LOWPAN BS VB 004 SHORT ADDRESS ATTRIBUTION

Invalid CONF_PC_6LOWPAN BS IB 001 TOO SHORT EAPPSK FRAME

behaviours CONF_PC_6LOWPAN BS IB 002 AUTHENTICATION BAD RESPONSE

CONF_PC_6LOWPAN BS IB 003 INCORRECT PROTECTED CHANNEL CIPHERING

CONF_PC_6LOWPAN BS IB 004 INCORRECT PROTECTED CHANNEL CONTENTS
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